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The mission of the Training SubGroup is to improve responder mission performance
by conducting a cross-disciplinary review of, and providing end user input on, training

doctrine, standards, and guidance developed for the responder community.

Membership

The TSG consists of representatives from local, state, and federal responder agencies and institutions
engaged in responder training. A goal of the SubGroup is to engage all of the response disciplines as
defined by DHS/FEMA’s National Preparedness Directorate. The TSG also draws upon a wide range
of SMEs, both within and outside the IAB.

Roles and Functions

* Identify performance improvement needs related to Emergency Support Functions (ESFs).
* DProvide subject matter expertise to support the development of training and exercise programs.

* DProvide end-user guidance and operational lessons learned to support training and exercise
program development and improvements.

* Facilitate the implementation of training and exercise programs and standards that support
individual competencies and organizational capabilities.

* Advocate for standardized national guidance for responder and equipment training and exercises.

Initiatives and Progress

The IAB membership and federal partners recognize that, in addition to the core mission of
recommending appropriate responder equipment and performance standards for their equipment,
a crucial need exists to provide guidance on the training required to effectively and safely use the
equipment. The basis for this guidance is to enhance preparedness capabilities and to improve
responder performance and safety.

The following initiatives were addressed in 2008-2009:
* Provided feedback for refining the DHS Target Capabilities List.

* Reviewed and provided input to DHS capability-based Exercise Evaluation Guides (EEGs).
The EEGs are designed to assist with exercise evaluation by providing evaluators with consistent,
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operationally valid standards and guidelines for observation, data collection, analysis, and report
writing.
* Categorized and updated training requirements for equipment included in the SEL to assist in

equipment procurement by providing guidelines on operator proficiency.

* Identified the training required (federal, state, local, and tribal) to successfully tie performance
of tasks to overall capability.

* Reviewed and provided input on improvements to capability-based training programs.

* Reviewed and provided input on training programs that strengthen the links between strategies,
capabilities, and tasks.

* Refined the enhancement of the SEL to include training requirements for each SEL item. The
following definitions were adopted:

o Core training is defined as the fundamental baseline knowledge, skills, and abilities required for
mission specific assignments. For example, an Emergency Medical Technician—Intermediate or
Law Enforcement Patrol Officer.

o Initial training is defined as the training required for a responder competent in a specialization
to achieve competency-based knowledge, skills, and abilities beyond day-to-day duties. For
example, competency-based training reflects the use of

- new detection equipment by a certified HAZMAT technician and
- specialized PPE employed by SWAT, EOD, or Crime Scene Technician.

o Sustainment training is defined as training required to maintain competency-based knowledge,
skills, and abilities.

* For each SEL item, identified core training required to operate the equipment and also categorized
each item as having minimal, moderate, or extensive training requirements for initial and sustain-
ment training.

* Began exploring modeling and simulation training technologies to identify viable, utilitarian
applications with the intent to advocate for more effective selection and implementation
approaches for the response community.

* Provided input to the SCC on the development, adoption, and implementation of appropriate
and relevant training standards.

Ongoing Commitments

* Continue to be a national, interdisciplinary sounding board for training and exercise doctrine and
programs. This task is essential in focusing funds and resources on relevant, operationally sound
training and exercise programs.

* Continue to support development of the law enforcement PPE standards and training process, as
requested by the NIJ.

* Continue to work with the respective IAB SubGroups to identify in each equipment category the
minimal, moderate, or extensive training requirements based on initial and sustainment training
required to operate the equipment.

Priorities of 2009-2010

* Provide input on the development, adoption, and implementation of appropriate and relevant
training and exercise standards and requirements for the response community.
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* Support NIJ in the development of the law enforcement PPE and training standards.

* Support all ESFs in the development of training standards, with an emphasis on matching
training requirements to responder equipment.

* Review and provide input to improve the operational applicability of training and exercise
doctrine and programs that impact the ESFs.

* Promote instructional systems design-based models such as analysis, design, development,
implementation, and evaluation for training and exercises.

Future Initiatives

The process of providing advice on relevant and successful responder-focused training and exercise
programs is an ongoing one, driven by threat, capability, technology, and personnel. The TSG will
identify and prioritize training and exercise requirements based on these factors.

The TSG will work closely with all IAB SubGroups to identify standards where they exist and identify

their application to individual competency-based and organizational capability-based training. Where
standards do not exist, the SubGroup will advocate, through the IAB, for their establishment.

Summary

The TSG strongly recommends that any equipment purchased include identification of initial
and sustainment requirements for competency-based training on the application, operation, and
maintenance of the equipment.

The TSG recommends that organizations purchasing or developing training require that it adhere
to the principles of instructional systems design and best practices for adult learning such as those
demonstrated in the Responder Training Development Center (RTDC).

The TSG endorses the exercise cycle as cited in the Homeland Security Exercise Evaluation Program.
Exercises serve to validate plans and training, and as such are a critical component in the cycle of
preparedness.
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TSG Chairs

Alan Dennis Vickery

Assistant Chief of Risk Management and Safety
Seattle (WA) Fire Department

A.D. Vickery, a 42-year veteran of the Seattle
Fire Department, is currently the Assistant
Chief of Risk Management and Safety, dealing
with all aspects of the department in regards

to risk management and safety, including fires,
hazardous materials, emergency medical services,
special operations, and homeland security.

He was previously Deputy Chief of Special
Operations, responsible for all operational issues
for the department, as well as specialty teams:
the Hazardous Materials Unit, the Marine
Firefighting Unit, the Technical Rescue Unit,
Emergency Preparedness, Metropolitan Medi-
cal Strike Team, Urban Search and Rescue, and
Homeland Security Planning. Assistant Chief
Vickery has served as a Firefighter/Paramedic,
the head of the Fire Investigation Unit, and

on both engine and ladder companies. He is
recognized for his proactive role in preparing
first responders to safely perform their jobs
using the latest technology available.

Teresa A. Embrey

Program Manager, Training Technology Development
Technical Support Working Group

Teresa Embrey is a program manager for the
Technical Support Working Group, providing
management and technical oversight for the
execution of training programs focused on
supporting interagency combating terrorism
training and education requirements. She is an
advocate for high-quality training that supports
the needs of the end user and integrates emerg-
ing threat information, effective instructional
design best practices, and innovative educational
technologies.

Prior to her role as a program manager, Mrs.
Embrey supported the Chemical, Biological,
Radiological, and Nuclear Countermeasures
Subgroup at TSWG, where she managed a
portfolio of biological and chemical research and
development projects. She began her career with
the Department of the Navy as a Budget Analyst
performing payment accounting. Mrs. Embrey
has a Master’s of Education in Instructional
Design and Development from George Mason
University and has B.S. degrees in business
administration and biology from the University
of Mary Washington.
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Strategic Plan for Developing a Suite of Standards for First Responders

1. Purpose. The InterAgency Board (IAB) for Equipment Standardization and Interoperability is

designed to establish and coordinate local, state, and federal standardization, interoperability,
compatibility, and responder health and safety to prepare for, train and respond to, mitigate, and
recover from any incident by identifying requirements for an all-hazards incident response with
a special emphasis on Chemical, Biological, Radiological, Nuclear or Explosive (CBRNE) issues.
An integrated suite of standards is necessary to ensure compliance with minimum requirements
for performance, commonality and interoperability of equipment utilized by local, state, and
federal First Responders in the public safety and health communities. Such standards, as well

as the specifications and test protocols that support them, are needed to guide the efforts of the
manufactures and equipment developers; and to serve as a guide for informed procurement
decisions by the appropriate agencies. These standards are to support the needs of response
organizations to include law enforcement, fire fighters, HAZMAT, emergency medical and
other related agencies that consist of the first elements to respond to incidents or attacks, and also
pertain to organizations that are involved in the mitigation and recovery phases of such attacks.
This document describes the strategy and process to develop such an integrated standards suite.

. Objective. The objective of this effort is to enhance public safety and health by defining

requirements and identifying a set of standards that ensures minimum performance, quality,

and reliability, and that are accepted by public safety and health communities. This suite of
standards will be disseminated to the local, state, and federal public safety and health communities
to facilitate informed equipment procurement and to guide manufacturers, developers, and the
test-and-evaluation community to ensure product compliance. Additionally, we seek to facilitate
the adoption of standards that can be used by local, state, and federal public safety and health
communities. In order to accomplish this, strong working relationships must be established with
the public safety and health communities, to the point where the communities’ representatives play
a key and integral role in all facets of the standards process. Further, the project must be oriented,
to the maximum extent possible, toward using the approaches, standards, specifications, etc., that
already exist within Standards Development Organizations (SDOs). This project will not reinvent
work previously done or provide redundant products, but rather will take advantage of all available
information and standards that may be applicable.

. Standards Development Process. The Office of Law Enforcement Standards (OLES) of the

National Institute of Standards and Technology (NIST) serves as the executive agent for the SCC.
OLES has developed an integrated process for guiding the development of standards to facilitate
linkage to federally funded equipment grant programs for first responders. This DHS-endorsed
process takes into account the need to integrate a conformity assessment program within the
development process. This process is detail in Appendix 1 of this document.

4. Organization and Responsibilities. The IAB Committees and SubGroups are critical to

development of the suite of standards.

* The Standards Coordination Committee (SCC) has the primary lead for coordinating
standards requirements and priorities for the IAB as outlined in the IAB charter. The
equipment SubGroups identify functional requirements for equipment in their commodity
areas, in close collaboration with the user community. They also identify and recommend to
the SCC existing technical issues and standards for direct incorporation, standards that could
be incorporated with modification, and new standards that need to be developed.

¢ The Office of Law Enforcement Standards (OLES) at the National Institute of Standards and
Technology (NIST) serves as the executive agent for the SCC and in accordance with this plan.
OLES will:

© Maintain a library of all IAB adopted standards.



o Provide the list of IAB adopted standards to the Department of Homeland Security (DHS),
the National Institute of Justice (NIJ) and other appropriate agencies that may adopt these
standards and link them to grants programs.

o Provide the list of IAB standards requirements and priorities to DHS, NIJ, and other appro-
priate organizations that may be in a position to support the development of such standards.

o Coordinate with appropriate agencies to ensure the standards development process as
outlined in Appendix 1 is followed.

5. Execution. The Standards Suite will be developed, promulgated, and administered as outlined
above. The work will be conducted during regularly scheduled meetings of the IAB, in specially
convened SubGroup sessions, and by members of the SubGroups as directed by the SubGroup
chairs.

* Adoption of Existing Standards — Standards that require no modification will be added ‘as is’
to the Standards Suite. The adoption and inclusion of a standard into the Suite will follow
the review and approval process as developed by the SCC. Cognizant SDOs will be notified.
These standards will be disseminated to the state, local, and federal public safety and health
communities and to manufacturers, developers, and the test-and-evaluation community.

* Modification of Existing Standards — 1f the SCC determines that an existing standard needs
to be modified before it can be used, the review process and a discussion of the limitations shall
be documented. Modification to standards will be coordinated with the cognizant SDOs for
implementation. In cases where existing standards are not able to be modified to meet the
specific needs of the IAB, then a new standard will be developed as required. These modified
standards will be disseminated to the local, state, and federal public safety and health
communities and to manufacturers, developers, and the test-and-evaluation community.

* Development of New Standards — This type of document will need the most time and resources
to develop as well as the most extensive review process to ensure consensus. Where applicable,
the need for new standards will be coordinated with the appropriate sponsor agencies and/
or SDOs for development. These standards will be disseminated to the local, state, and federal
public safety and health communities and to manufacturers, developers, and the test-and-
evaluation community.

* Methodology for Reviewing Standards — A process will be put in place so that, on a biannual,
periodic basis, the standards included in the Standards Suite will be reviewed in light of evolving
threats, evolving technologies, user practices, and user procedures to:

o Reaffirm still useful standards and disseminate that information to the local, state, and
federal public safety and health communities and to manufacturers, developers and the
test-and-evaluation community.

o Recall obsolete standards once a review finds a document obsolete, and disseminate that
information to the local, state, and federal public safety and health communities and to
manufacturers, developers, and the test-and-evaluation community.

* Provide notification when any standards incorporated into the Standards Suite are updated,
modified, revised, replaced, or superseded by the SDO.

* Recommendations for adoption, modification and adoption, as well as the identification of
new standards to be developed will be documented.

Appendix 1: Equipment Standards Suite Development Process

OLES, as the executive agent for the SCC and in over 30 years of developing standards for the
criminal justice community, developed the following standard development process to ensure tie-in
to federally funded equipment grant programs for first responders. This DHS-endorsed process takes
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into account the need to integrate a conformity assessment program within the development process.
The process has proven so effective that OLES and many of OLES’s technical partners have adopted
it to guide the development of standards not only for CBRNE equipment but also for other types

of equipment standards. Some standards-development activities require following the entire process;
others may be more limited in scope and may not require completion of the whole process, as
illustrated in the figure below.

Standards Development Process Management Model
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Requirements Development: The first step is to develop the requirements for the standard. A threat
and hazard analysis is used to determine the requirements of the user, what the responder needs

the equipment to do, and under what conditions. In the analysis, a number of factors need to be
addressed such as: What is the threat that is to be countered? What is the use of the technology? What
environmental conditions need to be considered, e.g., temperature, humidity ranges to be considered,
flame resistance, etc.? What key endpoints must be measured, e.g., is it detection of specific agents
and at what range of concentrations? What operational considerations need to be addressed to ensure
that equipment compliant to the standard will be suitable for the users’ concept of operations?

Research and Standards Development: The next step is the development of the performance
requirements and performance standard and appropriate test methods to evaluate the performance

of the equipment to the standard. Maximum use is made of the voluntary consensus standards devel-
opment process, the development and promulgation of the standards through recognized SDOs such
as ASTM International, the American National Standards Institute (ANSI), AOAC International, the
National Fire Protection Association, and other such organizations. A review of existing standards and
test methods is conducted to identify 1) standards and test methods that meet the requirements as
identified, or 2) standards and test methods that if modified could meet the requirement, or 3) if

no such standards and test methods exist, then identify the appropriate SDO for development and
promulgation of the new standard and initiate the development of the standard through the SDO.

In some cases supporting research must be conducted as part of the standards development process

to provide technical support in the development of the standard or supporting test methods. The
result of this phase is draft performance standard and supporting test methods.



Test Method Validation: Once the draft standard and test methods have been drafted, the next step is
to procure commercially available products and test them to the draft standard. This process validates
the test methods, verifying that the test methods can be translated to standard operation procedures
that qualified laboratories can use and implement, and it benchmarks currently available equipment.
If no benchmarked equipment meets the standard, then the standard must be closely scrutinized. If,
however, the preliminary benchmarking indicates that no equipment can meet the standard, even
with modifications by the manufacturer, then the performance standards and the test methods must
be reevaluated. Decisions must be made whether or not to revise the standards and test methods based
on the results of the initial benchmark testing without sacrificing health and safety requirements or to
maintain the standards as drafted.

Revise and Issue Standard: After identifying and resolving all concerns, the standard is issued or
promulgated by the appropriate SDO. One key component of this program is the adoption of these
standards by the appropriate agencies. This includes the IAB, the Department of Homeland Security,
or adopting by local jurisdictions or other organizations. Adoption by DHS or other agencies serves
to tie compliance to appropriate standards with the federal grants programs, in compliance with
Homeland Security Presidential Directive (HSPD) & (National Preparedness).

Conformity Assessment: The development of performance standards and test methods to

evaluate performance to these standards does not ensure that the equipment going to the responders
does indeed meet these standards. Programs must be put in place to use the test methods to evaluate
conformity to the appropriate standards. The details of these conformity assessment programs will
vary, depending on the type of technology being evaluated, the consequence of non-conformance

to the standard, whether the standard promulgated by a particular SDO contains provisions for
conformity assessment and a number of other factors. In some cases appropriate third-party test
facilities must be identified that satisfactorily conduct the testing, and the appropriate test manage-
ment and certification program must be established.

Develop User Guidance and Training: The standards and associated test methods by necessity
are very specific and technical documents. The capabilities and limitations on the performance of
the technology must be translated in terms that are understandable and useable by the end users
of the equipment. They must know whether the system has been tested against Toxic Industrial
Chemicals/Materials (TIC/TIMs) or just against Chemical Warfare Agents. Development and
distribution of this type of information is essential for the user, the procurement official, and in
the development of concepts of operation and training programs. Training programs and concepts
of operations (CONOPS) must be adapted or developed to effectively use and understand the
capabilities of technologies that meet these standards.

Maintenance of Standard: There must be provisions for the review and update of the standard.

As experience is gained in the use of the standard, as new technologies and test methods become
available, or in the case of unforeseen problems with the standard and test method, the standard

will require periodic revisions. Most SDOs have procedures to accomplish these tasks, and this will
be one of the considerations in selecting the appropriate SDO for the development and promulgation
of any new standard. A list of compliant equipment must be maintained and available for the user
community. One such portal is the DHS-funded Responder Knowledge Base. As Executive Agent for
the SCC, OLES will maintain a library of the IAB adopted standards. This also includes addressing
standards that are withdrawn by the parent SDO.

External Involvement: This process is not conducted in a vacuum. Involvement from external
agencies and public comment from users, developers, manufacturers, and other concerned individu-
als and organizations are critical in the development of the standards. There are a number of points
within the process where such comment will be actively solicited. Each SDO has its own method for
addressing and incorporating public comment in its standards process.
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Acronym List

ATSD(NCB)

CAD
CAP
CB
CBDP
CBRN
CBRNE
CDC
CFR
CIC
CID
COML
CWA
D&D
DHS
DOD
DOE
ECBC
EDXL
EEG
EMS
EPA
ESF
FACC
FDNY
FEMA
GJXDM
HAZMAT
HSPD
HVAC

IACP
IAFF

Authorized Equipment List

American National Standards Institute

Association of Analytical Communities

Association of Public-Safety Communications Officials—International, Inc
air-purifying respirator

Assistant to the Secretary of Defense (for Nuclear and Chemical and Biological
Defense Programs)

computer-aided dispatch(ing)

Common Alerting Protocol

chemical and biological

Chemical Biological Defense Program
chemical, biological, radiological, nuclear
chemical, biological, radiological, nuclear, and explosive
Centers for Disease Control and Prevention
Code of Federal Regulations

Compatibility and Interoperability Committee
(DHS) Command, Control and Interoperability Division
Communications Unit Leader

chemical warfare agent

detection and decontamination
Department of Homeland Security
Department of Defense

Department of Energy

Edgewood Chemical Biological Center
Emergency Data Exchange Language
Exercise Evaluation Guide

Emergency Medical Services

Environmental Protection Agency
Emergency Support Function

Federal Agency Coordinating Committee
New York City Fire Department

Federal Emergency Management Agency
Global Justice XML Data Model

hazardous materials

Homeland Security Presidential Directive
heating, ventilation, and air conditioning
InterAgency Board

International Association of Chiefs of Police

International Association of Fire Fighters



Acronym List - Continued

ICIS
IDHL
IED
IND
1SO
JPEO-CBD
MSG
NFPA
NIEM
NIJ
NIOSH
NIST
NPD
NPPTL
OASIS
OLES
OSHA
PAPR
PASS
PCR
PPE
PP&OE
PPT
R&D
RDD
RDECOM
RDT&E
RF
RFID
RKB
RMS
RPD
SCBA
SCC
SDO
SEL
SME
SPADA
S&T

interoperable communications and information systems
immediately dangerous to life or health

improvised explosive device

improvised nuclear device

International Organization for Standardization

Joint Program Executive Office for Chemical and Biological Defense
Medical SubGroup

National Fire Protection Association

National Information Exchange Model

National Institute of Justice

National Institute for Occupational Safety and Health
National Institute of Standards and Technology
National Preparedness Directorate

National Personal Protective Technology Laboratory
Organization for the Advancement of Structured Information Standards
Office of Law Enforcement Standards

Occupational Safety and Health Administration
powered air-purifying respirator

personal alert safety system

polymerase chain reaction

personal protective equipment

Personal Protective and Operational Equipment SubGroup
personal protective technology

research and development

radiological dispersal device

Research, Development and Engineering Command
research, development, test, and evaluation

radio frequency

radio frequency identification

Responder Knowledge Base

record management system

respiratory protective device

self-contained breathing apparatus

Standards Coordination Committee

standards development organization

Standardized Equipment List

subject matter expert

Stakeholders Panel on Agent Detection Assays

science and technology
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Acronym List - Continued

SWAT
TIC
TIM
TRL
TSG
TSWG
USAR
WMD
WUI

special weapons and tactics

toxic industrial chemical

toxic industrial material
technology readiness level
Training SubGroup

Technical Support Working Group
urban search and rescue

weapon of mass destruction

wildland/urban interface





