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Exeautive ummary

A seond Actve Shooter/Hostile Bvent working summit (Summit [l) washeldin Charlotte, N.C.from
January 11 to Januaryl4, 2016. Thissecond summit wasjointly sponsored bythe Depatment of
Homeland Secuity (DHS)Office of HealthAffairs andthe InterAgency Board (IAB). Over 80
representativesfrom 14 agencies andorganizations worked together to meet ummA { gdalbfQ &
developing and publishing a set of guidelinesfor municipalities touseto build their own Active
Shooter/ Hostile Brent (ASHE)plans andproceduresor modify existing plans and procedures aistomized
for their requirementsand resources. ASHEincidentsare characterized by a variety of means, weapons,
and ta¢icsusedto cause physical injiry or death. These incidents present anoperational range of
hazards, onfronting first responders with awide range of weapons andcoordinated small unit tactics,
requiring amore complex responsestrategy that blurs the linesbetween tradtional law enforcement,
fire and emergency medicalservices duties and responsibilities.

Tomeet the goal of Summit II, the agenda was organized into two parts. Part One wasto build on what
was acomplishedin the initial summit by sharing new information through focusedpresentationson
specifc topicsand exchanging updates from the participating agencies and organizations. Part

Two of the Summit wasthe primary focusof the agenda and whereparticipants collaboratively
prepared detailed, implementable standard operatingproceduresfor ASHEthat were desgned to
integrate all first responder discplinesinto an ASHEresponse and to enaure procedures were scaleble
for municipalities of all szesand resources.

Thisguide has keen huilt from the input received from Summit |l participants and is desgnedto serve as
atemplate and checklist for prepating ASHespecifc plans andprocedires. The guide has alsdeen
prepared to follow the logical processof developing and implementing an ncident-specifc set of
proceduresbegnning with a comprdiensiveplan and policiesformulated by representatves of all
respmsile agenciesandjurisdictionsworking together. Throughout the document, lists of actigtems
to be completed by the readers are noted by a checkbox to the left of the statenidra.checkbox
allows readers to mark each actidtiem off as it is completed.

Joecificproceduresin thisguide include:
Incident command
Emergencycommunications
Medical
Traning andexercises
Community outreach and citizen engagement
Equipment
Incident ecificconsiderations for ASHespecifc threats and responses
- Activeviolence - Expbsives
- Hreas aweapon - Civildisturbance
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Thisguide concludeswith aresource guide that indudesterms and definitions and example
Memorandums of Understanding (MOU) Memorandums of Agreement (MOA)for formally documerting
the resources and commitmentseach gencyandjurisdiction shoud make when planning and executing
amulti- agency/ multi-jurisdiction ASHEincident plan.

If you are irterested inobtaining information from any of the prisdictions/ organizationslistedasa
participant in this dacument, gdease ontact the IABProgram Office (info@interagencyboard.gsind the
IABwill coordinate with the respectivejurisdction.
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Introduction

Thefoundation of any ASHEprogram is a comprehersive plan. Acomprehensive ASHE plan providesa
framework for developing and implementing specificproceduresinduding training and exercising your
capability, equipping your responseelements, proactive engagement of your stakeholders,and
evaluating your capabilities. A ollaborative planning process involvingrepresentativesof all repponsible
agencies andurisdctions setsthe stage for aneffective ASHEresponse.

A omprehensive plan should include the major components detailed below. Aso providedis achedlist
of recommended subcomponentsthat should be considered in huilding your comprehensive ASHE plan.

Incorporate Multi-Agency/Discipline Scope and Paticipationin the PnningProcess

Byits nature, an ASHEincident requiresa multi-agency discpline and, depending on the extent of the
incident, multi-jurisdictional respase. Acomprehensive ASHE plan must be developed collaboratively
by representativesof all organizations coveredin the plan. Agood rule of thumb is édo not include
people inyour plan, indude them in the planning® An ASHE plan must addressthe capabilities and
resourcesavailable andoffered from within andoutside each @encyand jurisdction. Beng involved in
the planning increas familiarity with the plan and commitment to executing the plan.

Identify and indude all agenciesand jurisdctions (local, regonal, and federal partners, and non-

government partners suchasthe private sector and nonprofits) that will be included inthe ASHE

plan. @nsider agencies, jurisdictions, and disdplinesfrom surrounding areas that could provide

mutual aid.

Requestaleadpoint of contact that will be the representative to the planning process from

each gency/jurisdiction.

Build formal and informal professonal relationships with staff rom each

agenay/ jurisdiction/ discipline. Pre-incident understandings andrelationships tuilt before an

incident arecrucialto the successof anintegrated regponse.

Estdlish thescope, purpose, and objecivesfor the comprehensive plan.

Identify the staff responsible for completing specificresponsibilities, induding subject matter

experts.

Undergtand the capabilities of each @ency/jurisdiction/discpline. Knowingeachagene Q a

posture beforehand is very important for identifyinggaps.

Identify and share technology resourcesandinformation aaoss aencies, jurisdictions, and

discplines(i.e., mobile dataterminals, floorplans, accesskeys, video feeds,etc.).

Ergage Senior Leadership

It iscritical thatsenior leadershp undersands andsupports the comprehensive ASHE plan. Without
their active support, the planning process andany subsequent responsewill be jeopardized.
Identify all key leade's ineachagency/jurisdiction/ discipline (seror eleced andappointed
leaders,administrators, labor representatives,etc.).
Estalish aschedule andmethod for engaging eachkey leader.
Ensire new senior leaders ae informed when gnior leadership changes.



Gommunicate the importance and value of an ntegrated, multi-agency/ multi-

jurisdictional/ multi-discpline responseplays in anASHE incident, requirementsand resources,
and their role inplanning and response.

Build a legislatve mandate, if possble.

Document Agency-to-AgencyAgreements

Aspart of the planning process, formally document the resources andcommitments each gencyand
jurisdiction make to the planning process andexecution of the planin the event of an ASHE incident.
Develop MOU or MOA between each ayengy/ jurisdiction induded in the comprehensive plan.
Identify and describe eachpartner agency/jurisdiction.
Estalish thepurposeof the MOU MOA.
Deribe the rolesand resgponsibilities for eachagengy/ jurisdiction. Ensire the rolesand
respansiilities arealignedwith the scope, purpose,and objectives established for the plan.
Describe how the collaboration/ partnership beneits the planandthe response.
Detail how incident/ unified/ areacommand will be conducted in amulti-
agengy/jurisdiction/ discpline regponse environment.
Include a gatement that the leadagencyaccepts ful responsibility for the performance of the
collaborative multi-agency/ jurisdictional regonse.
Decribe the specificresourceseachpartner agency/jurisdiction will contribute to the planning
process andanysubsequent ASHEresponse. For the planning process thismay be a time
commitment, nonmonetary or donated contributions (e g., office space, staff, training, etc.),
and/or funding.
Enaire that the MOUMOA is gjined byall partners. Sgnatories must be officidly authorized to
sign on behalf of the agency andindude title and agency name. Exanple MOUs MOAsare
provided inResource Annex B: Memorandums of Understanding/ Memorandumsof Agreements
(page4?) of this document.

Pln for Joint Operations

A omprehensive ASHE plan and all assciatedprocedures must ensure a consistent anduniform
approachto planning andresponding to an ASHeincident. The policies containedin the plan should
support operational principlesthat encompass integated response operations. Policiesshould be
developed that embrace good planning by all agendes inwlved in anASHEresponse. The policies
should mandate that planning is systematic and thorough in all aspect®f the ASHEresponse.

Develop fans andproceduresthat areflexible and adgptable to emerging and changing threats.

Incorporate anall hazards responseapproad.

Enaire the plan is complementary to other existingplans andprocedures.

Define rolesand responsbilities.

Develop, communicate, and usecommon and plain language and terminology (i.e., warm

zone/ cold zone policy) that all agendesundergand.

Include a g/stem and schedule for plans and proceduresto be reviewed, validated, andbasedon

experience through training and exercises.

Develop joint operations procedures in ecific areas:

Incorporate unified management of the inddent from the start with unified operations.
Develop a communications policy and procedures on sharing and prioriti zation of
information that promotescommunications disdpline.

Develop proceduresto limit over-convergence of resourcesin the command andstagng
areas,managing the arrival of resourcesto prevent blockingof ingressandegress, and
therefore, making the command andstaging areasless vulnerable asa secondarytarget.



If triage systems are utilized, a common system should be developed between all
responding agencies.

Panfor reunification andfatality management notifi cation.

Incorporate scenesecurity through continuous evaluation of thexterior (360-degree
and interior(sixsided ¢ 4 walls, above and below floors),and through use obverwatch,
force protection, Ste securty, access control.

Identify critical infrastructure and key resourcesin jurisdictional Areasof Responsbility
and develop plans andpreventative measues for critical nfrastructures.

Goordinate with the private sector, building maintenance,armed and norarmed
secuiity, and &ecutive protedion.

Include citizen outreach asa conponentto the plan.

Shardnformation

Sharing information during planning andresponseis critical for an efedive response by multi-
agendes and jurisdctions.
Shareintelligence on pastplanned andexecuted attacks(successful and prevented) toth
nationally and internationally to help demonstrate scope and range of the threat.
Develop policy that requires interoperable communications be utilized in planning, trainingnd
execution of the ASHE plan.
Share sensitive threat information using a securemethod, if possible
Conduct After Action Reviews for all ASHE and-tghincidents, including all relevant
responders, and identify lessons learn@dke into consideration that every jurisdiction will
handle After Action Reviews differently, however, each jurisdiction needs to understand that due
process must occur.
Share After Adion Reports assoon aspossble following a responseto provide first
responderspertinent/relevant information.

Establish Policyand Doctrine Soecificdly for Trainingand Exercises

Pdicy should support training andexercise requirements. Thepolicy and doctrine will be committed to
and incorporated by all agencies/jurisdictions. Trahing and exercisessupport cross-agencyawareness,
interaction, integation, andcooperation. A training and exercise program should include the following
characteristics
Realistiand dynamic operating scenaios that reflectagency/jurisdiction capabilities and are
measurble. hclude historical factso build undersanding on what is doneandwhy.
Repoducible, repetitive, sharable, andconsistentaacoss aencies jurisdictions.
Hexible to allow for variancesin cgabilities.
Useanintegrated approach, from tabletopsto full-scale exercises,agendeswill develop
working relationships andtrust asthey perform integrated training.
Mandate cross-discpline awarenessandtraining; each local dscpline should develop a generic
introduction to badgc culture and operations that canincreaseinteroperability by giving other
discplinesan awarenesslevel understanding.
Include seniorleadersip (including senior eleded and appointed leadersand administrators) and
private sector entitiesin training and exercises.
Sansitivity to overloading agenciegjurisdictions with requirements.
Scdable; first focusing omrole-specificskills, then intra-discipline skills and, finallyinter-
discplinary.
Include decisbon making skills andperforming skills under stressiil situatons at all levels.
Consider occupational competencies versusoperational mmpetenciesasanimportant



distinction.

Build accreditation and skill competencylevels irto the training andexercise program.
Develop referencematerials to support continual training.

Used 8-demands or éno noticS € xer8ses.

Build in anevaluation component of the exerciseand rewrite/ refine policies or proceduresf
necessary.

FHnd Addtional Sources of Funding

Funding for additional planning, training, exercises,and equipment required to build an alequate ASHE
respanse may exceed available funding. @nsider creative, alternative sources.
Expbre regional, multi-agency, andmulti-jurisdictional sources.
Identify available local, state, federal funding streams (Urban Area Security Initiative [UAS],
Homeland Security Grant Program [HSGP|, Srategic Highway Sdety Plan [SH|, Department
of Justice [DOJ foundations, and other nostraditional first responder grant programs).

Cammunity Preparednessand Gtizen Ergagement

Incorporate proactive community preparednessand citizen engagement to complete the dwhole of
community¢ aspect. Ensure all agencied jurisdictions actively participate in outreach andeducation
for the community. In order toincrease survivability in ASHES, teach and empower non
professional first care providefge., citizen bystandersd initiate basicTactical Emergency
Casualty CardECdriven care at or near the point of wounding as the first link in the chain of
survival.[Note: thisaspectof ASHE preparednessis @vered ingreaer detail inthe @mmunity
Outreach ad Erngagement section of thisdocument.]
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Incident Command
1 Preparation & Pre-Event 1 Unified Command

1 Initial Response 1 Demobilization

Definition
Incident Command System or ICS3s ahierarchical agproachto emergency responsethat fosters
both management and coordination when multiple agencies areinvolved.

Introduction

L {rapéartark that ICS is tilt from the bottom-up asopposedto the top-down, as IC®ftentimesstarts
with the smallestunit on the scene until further response assés canarrive. Estblishing ICS asan as
possble iscriticalbecausat fortifies coordination andleadership between various respondersand
agencies. Ad asstressed inthe first ActiveShooter SiImmit Report, integrated regponseimproves
suwivablity in ASHEemergencies byfostering a coordinated response with all diséplinesrepresented.

In most ASHEincidents, the responding law enforcement agerty will the lead responsewith overall
command of the incident. However, both the fire service and emergencymedicalservice play an
important role by bringing necessaty skills. It isalsoimportant to note that during the lifecycle of an
ASHEL Yy | Sy O& Qa4 atdiffiefert points. Sughlasyhen gnlndicint begns andthe threatis
being suppressed, then law enforcement has the greatest utility, wheref® andmedicalmay have the
greatest utilitywhen itbecamesimportant to searchfor andtreat victims, respondto potential explosive
threas,andresaue and triage victims by esablishing collection points. Alsonoteworthy is the point that
certain threatsmayin fact see the fire sewvice asthe lead ajency, suchasin afire asaweapon or
hazardous materiah@zmat) emergency.

Many depatmentsare utilizing ICSon a daily bass and may not recognize it assuch. Therdore, it is
important for agendesto recognize the use of ICS ad understand the need for common language and
terminology acrossdisaplines.

Thefollowing standard operating procedures have been broken down into three categories: preparation
and pre-event, intial response, and Unified Command. At the end, considerations for demobilization are
alsofeatured.

Sandard Operating Procedure: Preparation and Pre-Event

Purpose
Thepurpose of the procedures below isto highlight ICSrelated actionsthat any agency can take
in order to prepare for a potential ASHEemergency.

Roles and Responsibilities

It isthe responsibility of allrelevantagencies tohave an underganding of ICSanditsimportancein
emergencyresponse,specificallyduring an ASHE. This often starts with leadershp requiring that all
members of adepartment utilize ICS Leadersip should alsoempower individualson every level of the
depatment to make critical decigons becausethe lowestranking officeris most likely first to arrive on
scene. Eactagency should be trained inICSvia the National Incident Management Sysem (NIMS)before
anevent soproper useof ICS caibe implemented during an emergency.

11



Operationa Process
Day-to-dayuseof ICSor all discplinesto increasethe successfl use of ICSIuringan ASHE.
Utilize specifc incidents (motor vehicle accident) or planned events (speciakevents)
to incorporate ICSas pacticefor areal ASHE.
Identify common objectives andcore tasksfor ICShead of time so all dscplinesareon
the same page.
Include emergency communications (e.g.,dispatchers,9-1-1 callcenters) in ASHE planning and
training, asthey play animportant role in estadishing and maintaining ICS.
Establish policy thate Incident Commandet@ should beat the sceneof the incidentand
directingoperationsto responding units.
0 Thisdismurageshigher level membersof adepartment to givecommands without
fully undergtanding the sane or threat.
Establish pradentified response packagds\ enforcement fire/emergency medical
system EM$) based orMOUs/MOAs:
o Juisdictions $ould havepoliciesin placeto pre-sdect whichresourceswill respord.
0 Preventsover-convergence and self-dispatching or freelancing.
Discuss and plan for possible utilization of excess resources:
0 Hospital security
o Traffic control routes
0 Secuity at command post
o Family assistace and reunification
Establistpoliciesfor the use of noruniform officers. For more information on eff
duty or non-uniform law enforcement officers and concealed handgun owners,
please see the Community Outreach and Engag@reection beginning on page 24

Sandard Operating Procedure: Initial Response

Purpose

ICSsmostcritical in theinitial regponseto an ASHE.Without a sound structure of ICSat the begnning
of an incident, the rest of the regponse hasthe potential to unravel asadditional agencies and
resources arive. Idealy, initial ICS Bould be in place assoon aspossble understanding that the first
officerto respondmay form a Mobile Command. As aditional resourcesarrive a more formal ICSwill
be put in place.

Roles and Responsibilities
At the beginning of anincident, the respmsibility to estaldishICS restsvith the first arriving resource.
The initial ICneedsto identify sufficient resourcesto dealwith the threat.

Operationa Process
A nobile command may be estaldished bya single or mutual officersin orderto provide
information andinitial directions. Thisdoesnot replacethe need for a formal incident
commanderput helps coordinate assignments for initial arriving resources until another
response can establish a stationary incident commanoobile command begins
coordination between law enforcement/ fire/ BMSby sharing the following information:

Initial Arriving Resource
Identify the temporarylC(herself/himself until unified command is established)
Provide treat assesment (IEDs, hazmat, etc.)
Identify threat zones(cold, warm, and hot)
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Followon Incident Commanddgvho is stationary)
Estalish theneed for Rescue Task Force (RTF)and identify:
A If there arevictims
A The number ofictims
A Location ofthe victims
A If the victims arealive and can be saved
Identify staging areasand accessroutes
A Units being sent to th&orward Control Point should be prepared to assist
wheneverand however necessary.
Maintain communicationswith contactteamsinsde the buildingfor constant yodates
on the threatandvictims. This hdividual should be pullinginformation from inside the
sene and pushing/communicatinginformation to unified command, which includes
EMS and the fire service.
When possible, use identifiablandmarksto define the hot zone aread 2 cledr Q &
and obviouswherethe threat bedns. Regadlessof zones,all responders should
maintain high alertnessto avoidcomplacencyg zonesare dynamic andmay change as
the threatchanges.
Split radio channels when additional agencies arrive. If this is not possible, designate law
enforcement as lead on the channel. Howeubgre should be at least one way for the
Command Post to communicate with each other (law enforcement to fire department to EMS).
Empower communication centersto actasthe control centerand eliminate over-
convergence of resources.
As alditional resourcesarrive, ICSwill change and grow with relation to the number of
resourcesneededon scene. ThelCSwill transfer from a Mobile Gommand to a more formal
command structure. The establishment of unified command will be in the form of Mobile
GCommand or Incident Commangbost. Non-discpline command post may be set-up by a
supporting agency until law enforcement can move into command.
Undergtand that a command should never hinder boots on the ground operations. Everyone at
the incidentscene should be awarethat command will transfer once higher level
representation arrivesand begns estalishing traditional Unified Command.

Sandard Operating Procedure: Unified Command

Purpose

Once aJnified @mmand has been established, shouldbe in place during the entire ASHE Asthe
incident evolves, higher-level gructure of Unified Command will be established as respose partners
arrive.

Roles and Responsibilities

The esponsibility to maintain a Unified Command once again beaomes ataskfor all disaplinesinvolved
with responding to the incidentt begins with the Mobile Command transferring command to the
GCommand Postand the establishment of Unified Command by all respording agencies.

Operationa Process
Fomalize the Command Postwhere all disdplines are within speakingandtouching distance
from eachother and communicate its location to all responding agenciémCommand
Postis not directly atthe saene asto not be impaded byanexpandingwarm/hot zone.
Implement a command structure witlissignments (e.g., Law Enforcement Branch, Tactical
Group, Medical Branch, Resource Group, etc.) as defined by the local preparation @vere
efforts, as needed depending on the situational layout and other constraints.
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Estalish and maintain interoperable communications across all dscplinesto facilitate
information sharing.

Bedn to asemble resourcesthat are flexible and basedon the statusof the emergency, such
asRT It is recommended thatnified Commands in place to assist with RTF.

Prepare to support operations with regonal/agency masscastalty plansto indude transport
corridor (loading areafor transport of victims)and casualty collection points (for triagng of
victims andcasualties). Identification of appropriate hospital destinations sould be ready, and,
if necessary, the needto redistribute patients basedon injuries(ER decompression)
Invegtigate the needs of law enforcement to indude witnesscontainment.

Estdlish fcurity for command post and staging area. A $aging areamanager should be
identified assoon aspossble and tasked with security and resource accountability.
Estalish Joint Information Center (JI@nd media areato ensure it is distinctly dedgnated
from the stagng aea.

Initiate family reunification and family assstanceactivities.

Sandard Operating Procedure: Maintain Unified Command

Operational ProcessConsiderations

T
T
T
1

Transferring command

Estalish rest/rehakblitation procedures
Identify long-term logisticalneeds
Establish etational process for responders

Sandard Operating Consideitions:Demobilization

Purpose
Thereare critical actionsthat must be taken into consideration as an ASHEwindsdog Y @ imipait&hii
that these actions are clearly undersood and defined ahead of anevent.

Operational ProcessConsiderations

=4 =4 =4 -8 -8 -8 -8 a4 -9 9

Debrief responders and victims @iitical Incident Sress Management.
Estdlishmental health support programs/ resourcesfor all involved.
Releae excessresources.

Estalish cime sceene procedures.

Panfor deaing with any displacement of citizensor businesss.
Manage volunteers and donations.

Manage VIP visits (Mayor, Governor, etc.).

Preserve ®idenceincuding withessinformation and interviews.
Determine safety of seene or building.

Produce after action reporting.

Identify what the return to normal or new normal lookslike.
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EnmergencyCanmunications

A Pre-Brent
A Bvent

Definition
Emergencycommunications, to incude dispatchers,9-1-1 call canters, etc., arethe link between those
in need andresponders. Asud, they are integral to an ASHEincident.

Introduction

Multi-discpline coordination between all esponseertitie s, induding emergency communications,isthe
foundational component for developing an ASHE regponse capability. Dispatchers shauld be trained and
empoweredto identify anactive shooter incident andscalethe response accordingly. In most ASHE

incidents, the initial point of contact isemergency communications. Additionally, thesecommunicators

need the tools and guidanceto direct victims in anASHE,whether that be @ NHzy' = KA Ba@oll, FA IK G €
deny,defend.¢

Thefollowing standard operating procedures have been broken down into two categories: pre-event
and event.

Sandard Operating Procedure: Pre-Event

Purpose

Thepurpose of the proceduresbelow isto train and prepare dispatchersand emergency communicators
on their role in an ASHE.With this knowledge, they can play avital role in ading all other discplines
during the response

Roles and Responsibilities

Treditionally, digpatchershave not always been included inthe response preparation. Leadersip should
strive to ensure communications isrecognized as acritical pece and that indusion in training and
exercisesfor an AAHEwill only assistall agendeswhenan emergency takesplace.All agacieshavethe
respmsibility to indude communicationsin their ASHE plans, andasking for their involvement aheadof
time will strengthen those plans.

Operationa Process

Ensire communication specialistsare included inprogram andresponse development.
Produce educational and training materials for dispatcherson law enforcement, fire service, and
BMS caabilitiesto indude cultural terminology. A consideration could be made for atactical
dispatch curiculum to better prepare communicaorsfor ASHE.
Integrate emergency communicaors nto training exerciseswith law enforcement, fire service,
emergency management, and BMS.
BEvercise jurisdictionQ @mmunication system. Hold a surge drill to test the systemQ égpabilities.
Other jurisdictions have used these typesof drillsto determine the maximum number of calls that
canbe taken bdore 9-1-1 calls aredropped by service providers.
Develop a policy or protocol that requiresthe use of interoperable communications and
disciplined communications etiquetia whatever way possble.
Encairage leaderdip to communicate with leadersip of other disdplinesto form relationships
prior to anyevent.
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Qreate abbreviated ASHErelated call questionsto facilitate quick turnover of 9-1-1 cals.
Estalishsituational avarenessthrough sentnel event benchmarksto be broadcasted on all
chanrels(e g., sugpect descrption, suspectdown, andso forth).

Train auxiliary personnel inancilary 9-1-1 responsbilities to assistduring ASHEs(e.g., updating
command staff personnel andrecalling staff) and be able to make calbacks r resources, etc.
Enaire protocol isin placeto callbackavailable digpatchersor 9-1-1 personnel, ifnecessary.

Sandard Operating Procedure: Event

Purpose

Theproceduresbelow should be implemented during an actual SHEto escalate the role of dispatchers
in order to decreasethe duties of other disdplines. By prepping dispatchersto play a more criticalrole in
the response,information sharing will become more seamlessand lessof a hindranceto resporders.

Roles and Responsibilities

Once dipatchershave been fully trained andbriefed on ASHErespon® protocol, responsibility shifts to
the digatcherto take thisknowledge and apply it during a crisis. Adong asdispatchersfeel empowered
by their leaderdip to make a difference, their training shouldallow them to assgt with information
sharing, interoperablecommunications, over-convergence,and resources.

Operationa Process
Establishloint Information Center (JI@s soon as possibte coordinate information flowbetween
multiple agencies.
Develop areporting template that is yodated at certain time intervalsto keep nformation
moving to respecive agencies.
Createa bridge line that isopen throughout the incident so thatupdates areconstantly available
and anyone with the dial-in information cancallfor updates.
Assgn a Communications Liaison (Information Liaison Officer [ILJ) to manage all information
sharing.
Identify objectives andstrategieswhenmeeting with the media.
Gontinuously and constantly shareinformation acossall diséplines.
Activae the calback protocol mentioned inprevious section above.
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Medical

A Application of High Threat Medical Guidelines

Definition

Themedical peceof an ASHEprogram iscritical. Tactical Emergency Casualty CaredC), which has
been developed from its military counterpart, Tactical Combat Casialty Cae (TCCC)sthe evidence- and
beg-practice basedmedicalmanagement guidelinesof casudties under hostile conditions. These
guidelines accourfor limited equipment, limited patient asesanent, and limited treatment. TECCan
and shouldbe implemented ina s/stematic, appropriate fashion acossall levels andsmpe of providers
(citizen firstcareproviders,non-medical bw enforcement, fire/ BMS, medical frstreceivers), and
continuesthrough all phasesof an incident irthe threat zoneg(hot, warm, cold.

Introduction

ThelAB encourages agaciesto adopt medicalguidelineswith a TECC famework andapply it across all
discplinesin an ASHEresponse.To truly improve survivabiity for the wounded, TEC@ust be
implemented ina scope-appropriate manner at all provider levels in thechain of survival: bystander/first
careprovider, non-medical bw enforcement or fire first responder, medical prehospital provider, and
first receiver. Each hik carriesforward and builds ypon the stabilizing medicalcare nitiated bythe
providersthat came before them. This willrequire the identification of partnersin the chainand
developing arespecful relationship with each. Theegablished relaionship, along with knowledge and
evidence, canbe usedto resolve any disputes. Theneed for medicaldirection and support, where
appropriate, is ako key. Anally, astrong medicalresponseis supported by appropriate and standardized
equipment. Information on equipment isfeatured inthe Equipment List, which begins on page 28.

Sandard Operating Procedure: Appliation of High Threat MedicalGuidelines

Purpose

Theintent of thisrecommendation i$o increasesunivability acossthe chainof survivalin high threat
events. Each gency should determine the agropriate scope of TECQareto be administered at or
nearthe point of wounding by agency personnel duringan AHE.

Roles and Responsibilities

In order to apply high threat medical giidelines,leadershp hassome important respasibilities. Thefirst
is toemphastkze the framework of 6Sop the Killing, Sop the Dying, Sop the Destruction® ktegrating this
mentality acossthe various agacieswill complement the need for astrong TECCramework. Leadersip
should also emphasize TECCugdeline application through the ofamiliarity/ proficiency/ masteryé
framework. It isthe regponsibility of all agencies involved to estadish mordinated andintegrated medical
careacossthe chainto indude carethat isredundant, easily tranable, andrelatively consistentwith daily
operations. Additionally, it isimperative that any high threatcare giidance,training, andprotocols sould
be basedon civilian, not military, data accepted and understood by all. TECGnd high threat medical
training andimplementation should be standardized across various scenaribst should be done in an
agengy-specific fashion to account for the unique cultural and operational aspectsof that agency. FHnally,
leaders bould emphasize the importance of the integrity of each Ink in the chain of survival,andthat if
one link fails to initiate careor does not carry forward that whichwasinitiated prior, there will be
negaitve effectson the overall suvivabiity.
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Operationa Process
Addressregulations andissuesof liability andexposure.
Integrate and improve interface ketween all ayencies.
Integrate medical caie according to high threat medical principlesthat builds ypon the
increasig scope asthe patient movesup the provider chain.
Estalish sope of practice at eachlevel not to exceed TECC.
Ensure dfective hand-off and medical @mmunication at every level.
Establishdmiliarity with prioritization of careand extraction.
Base tiage decisions and resource utilization on current and immediate needs:
o Immediate needs Wl change with eachtriage decison.
o Awid withholding assgned resourcesin anticipation of possble future need.
A Care providers should use their last (or only) tourniquet on the patient who needs
it now, rather than withholding it for possible future seie
A Patients moved to the cdlzone should be immediately transported, if possible.
Setting up another casualty collection point, or performing triage only after all
patients are collected, delays transport and may only result in moving the mass
casualty from the hot zone to the coldrze.
Goordinate operationsto include:
Resmnse posturing of all inksof the chain.
Patient distribution and possble reallocation from one faciity to another.
On-sene medical resource staging, allocation, andtracking
Sysem-wide surge capacty (hospitals, non-traditional trangort modes).
Patient tracking and reunification.
A Redindancy throughout the chainimprovesaccuracy.
A Qonsider including non-traditional partners (i.e., localpublic health).
Marking/visual/nonverbal communication system
Emphastkze role of commurications centersand emergencymedical dispatch crosscutting all links
in the chain of survival, including evacuation
o0 Bvaaiation of patients, including:
A Internal vs. external casualty collection points
A Warm/coldzoneinterface and
A Mode andmethod.
De\elop a system of after-action reporting that providescontext for the medicaldecisons made
during an incident to improve the system andbe supportive and non-punitive.
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Traning & Exercises
A Training Plan Develop & Implement a @mmunity

A Exercise Plan Training Program
A Emergercy Communications Atypical Exercise Scenarios
Training & Eercise Bvaluation

Definition
Estdlish anASHEspecifc training and exercise program incorporating the complex facets of thistype of
incident with multiple agencies,multiple disciplines,jurisdictions,and the private sector.

Introduction

AnASHErespmse is only effective whenall the respondersaretrained andexercisedtogether.
Leader$ip commitment to ASHEtraining and exercise allowsteging of response capabilities,
identifying gaps andreviewing and updating the responseguidelines.

Sandard Operating Guide: TrainingPlan

Purpose
Develop an ASHEspecifc training program incorporating scenaios and challenges to hone multi-agency
and multi-jurisdiction response.

Devebpment:
Thefollowing should be considered when developing ASHE-specifc training programs:

Develop taining standards andobjecivesthat will apply to all partidpating agencied jurisdctions.
Develop bestpractice benchmarksto create clear,measurable sandards of performance,

Ensire senor leadership and command staff commit, attend and participate in AHE training.
Ensire ASHEtraining isrelevant to the topic, realistic, and continually updated to evolving

threats and experiences.Maketraining the highest quality possble.

1
)l
)l
1

Operational Process

1 Develop and communicate training standards and objectives.

91 Look for waysto incorporate ASHE-specifc components into other training offerings (many of the

conceptsarerelevant to all hazardsresppnse).

1 Develop training syllabi that promotesan htegrated response (i.e., communications,
public information, etc.).
Build into the training program rolesfor senior leaders andcommanders.
Consider traininga dedcated representative from all agencieswithin the plan.
Enaire that your cade of instructors islarge enough to account for staffing turnover.
UseUnified Command System asa best practice.
Include situational awaenessfor criminal and terrorist behavior andinddent indicators.
Ensire ASHEtraining is relevant, realistic, and continually updated to evolvingthreatsand
experiences.
Ensure taining venuesfor ASHEincidentsare relevant to possble ASHEincident locations
Trainandexercisecommand elementsin the role they will play duringan ASHEresponse.
All training should be evaluatedn either table tops or full scde exerdsesfor its effectiveness

= =4 =8 =8 -8 -9
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Benchmark

Identification of threat

Estalishment of mobile or incdent command

Scenecontainment

Unified incident command post

TEC®oint-of-wounding care for victims

Threatcontainment

Casualty Collection Points QB egablishmert, if necessary
Threatmitigation

Transportation of victimsto area hospitalsand tracking of patients

=4 =4 =8 =8 -8 8899

Speific training components
9 Incident command
1 Emergencycommunicatons
1 Lawenforcement response (exerior andinterior tactics)
0 Scenesecurity
o Tadicaland Explosive Ordnance Disposal (EOD)
o Civilunrest
91 Hre integration with force protection
o Resuetaskforce
o Hrefighting
0 Hazardous materials
1 BMS ntegration with force protection
o Resuetaskforce
o TECC
o Triage treament andtransport
1 Communications
Define triggersfor earlynotification
Trainusing ASHE protocols
Trainon situational awaenessfor emergencycommunication
Train allpublic-safety answering points (PSA#ysonnel on ASHEincidents
Incorporate private branch exchang®BX phone systems in theemergency
communicationstraining. (this maybepublic or private operators)

O O O 0O

Sandard Operation Guide: ExercisePln

Purpose

Createa multi-agency, multi-discpline exerciseprogram that includesall agenciesidentified withinthe
comprehensive ASHEplan, so that they can use the program to plaxecute, and evaluate ASHe
related exercises.

Devebpment:

It isrecommendedthat exerciseprogramsfollow the Homeland Secuity Exercise and Evaluation
Program guiding principles. Thedevelopment of the exerciseprogram is used to identify gaps in
training, plans and/or resources. BEdercise objedivesshould alsolook at realisticcgpabilities of
participating agenciesresourcesandbe basedon high probability events. Exercisesshould be
desigiedto evaluate all phasesof an event and esablishedpolicy and procedures.

Operationa Process
9 Estalish exercise standards that will apply to all participating agencied/ jurisdictions. Al
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exercisesshould be based on these standards.

Taibr the exerciseprogramto the scope and resources of the partinering organizations.
GCommunicate the exercise program among all partnering agencies.

Gdn acommitment from all partnering agencig® follow the exerciseprogram.

Createan hformation sharing capability so thatall agended jurisdictions canshare nformation
on lessonsleamed during training and exercises.

BEvaluate the exerciseprogramon aroutine bads andadjust using benchmarksdeveloped by
the participating agencies/jurisdictions.
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Community Outreach& Ermgagement
1 Gommunity Preparednessand Citizen Egagement Program

9 Traditional Public Information
1 SociaMedia

Definition

Gommunity outreach and engagement isthe proactive involvement of the dwhole of communityg in
preparing for andreadingto an ASHEincident through training, outreach poductsandresources, and
emergency public communications.

Introduction

AnASHEincident can happen anywhere. In many cases, thereis no pattern or method to the sdection of
victims in anASHEincident ¢ thesesituations are unpredictable and evolve quickly. Establishing and
maintaining an active program to engage workplaces,scoals, placesof worship, andcitizensensures
the public is prepared for such incident&.better prepared community will save lives.

Sandard Operating Procedure: Community Preparednessand Gtizen Ergagement
Program

Purpose
Plan andexecute an ASHEcommunity preparednessand citizen engagement program.

Roles and Responsibilities

A uccessiul community outreach andcitizen engagement program involvesthe adive participation of
all agenciesand jurisdctions inproviding citizenswith an awaraessof ASHEhreats and bestpractices
for respanding to suchanincident.

Operational Process
1 Ergage with abroad spectum of community leadersthat represent various community
organizations and groups and cansupport a proactive program.

o0 Explan the program andwhy it is needed.

o Obtaintheir ideas¢ what and who to indude.

o Gantheir active support.

o Ask tem tointroduce the programto their communities.

1 Develop partnershipswith existing emergency management, law enforcement, and fire programs:

o If your community has alopted the FederalEmergency Management Agency (FEMA)
Community EmergencyResponse Team (CERY) concept, incorporate the CERT program
into the community preparednessand citizen engagement program.

0 Incorporate existing commurity resources, suctas DAREprograms,in the public
schools.

o Develop trainers,advocates, and organizers.

1 Define and communicate a seriesof common terms and definitions among community
participants. For example, understand the terms of dLock Down¢ and dLock Out€ and the need for
the different protective scenaio (e.g., lockingonly exterior doors versuslocking all interior doors).
Local jurisdictioaneed to define what each term means.

1 Promote andsupport the development of workplace,school, and placeof worship emergency
plansthat addresspotential ASHEincidents. Intheseplans incude:
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ASHEawarenessand assessment of threat environments.

UseDHS,FederaBureauof Investigation (FBl), andother resourcesto guide development
of community training, products,andresourceson aaive shooter awareness, inailent
response, and workplace violence.Thereare ron- government public training resources
suchasa Walmart video on workplaceviolence.

Add ASHEto the organizationQ @mergency plans that alreadyexist for disasters, etc.
Involve state, county, andlocalemergency managersand public safetydiredors.
Include either the Run-Hide-Figlt or Avoid-Deny-Defend models asappropriate in your
community for an ASHEincident.

Incorporate and promote the See Something-Say Something and/or Tell aFriend
concepts incommunity outreach and citizen engagement training for reporting of
sugicious activity and/or suspicious betavior.

Develop communication proceduresthat will provide emergencyinformation, incident
respanse, reunification, medicaltriage, etc.

For evilianmedicalresponse:

A Promote TEC@nedicalinterventions, CPR, andthe location of Public Access
Trauma Kits (PATKs) through training This traming should include skillsto stop
external bleeding, provide badc airway management andbody positioning,
recognition of chest injury affecting resgratory function, effective andefficient
patient movement, prevention of hypothermia, and psychdogical sypport for the
wounded.

Protect the injured (rgpid extrication of injured to safe place)
Thereare many placeswhere the public canobtain information andtraining on
bystander care/ hemorrhage control, including:

1 NAEMTB-CON(Bleeding Gontrol For The Injured)

http://www.naemt.org/ education/ B-Con/ B-Con.agpx

9 Hrst CareProvider http://firstcarepovider.org/

1 FEMAGCommunity Emergency ResponseTeamtraining

http://www.fema.gov/ community-emergency-response-teams

>\ >\

1 Identify trainersfrom the agencies andurisdctionsthat engage effectively with community
leadersand citizenson AHE training.

1 Provide emergency communications personnel with specidized training for engaging with
private or public sector switchboards or call certersthat may receive initial communications of
an ASHEincident.

Off Duty or Non-Uniform Law Enforcement Officers and Conceaed Handgun Owners

9 Provide trainingdr off duty or law enforcement officersnot in uniform andfor dvilians
with concealedhandgurs,to include

(0]

Report directly to staging and only report to command, if staging has not yet been
established. This will) helpensure a sde responseby making respmsepersonnel

aware of their presence,2) provide better deployment andmanagement of as®ts,

and 3) prevent over convergence of as®ts. Urridentified, armed individuals

responding directly to the Command Post will create a security problem, distract the
commander, and generally slow the overall response.

Develop proper procedures for non-uniform law enforcement officers and/or

concealed landgun ownersto identify themselveso response personnel.

Sandard Operating Procedure: Traditional Public Information

Purpose

History hasrepeaedly undersmred the value of practiced, integrated, proactive, and responsive
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messaging to the publ&spart of a comprehensive and effective emergency management program.

Traditional communicationsto the public either directly or through the media isan essential
component of an ASHEplan andresporse.

Roles and Responsibilities

Most agended jurisdictions haveegablishedemergency public information programs. Theseexisting
programsare a valuable garting point for ASHe-specific public information. ASHE-specifc public
information plans andtraining shouldbe incorporated into existing plans andtraining provided to
emergency managersand public information officers.

Operationa Process

1 Modify emergencypublic information plans andtraining to incorporate ASHe-specifc public
information requirements.

91 Develop public information policiesfor messagig anddevelop clearguidance on whoand how
leadership isto communicateinformation during andafter an ASHEincident.

1 Fomulate general ASHErelevant messagegrior to an ASHEincident that canbe quickly
updated with inddent-specific information.

1 Trainagency/jurisdiction representativesso that they mayoe viewed asauthoritiesin
emergency public information during an incident

1 Develop relationships with localmedia sothey canassist indistributing the approved messages
during an incident.

1 Expectany ASHEincident to generate national and international media interes. Understand the
subtle differencesbetween theinterestsand information requirements of the local aad national
media.

1 Estadlish adint Information Center (JC):

o Structure $ould be based upon inddent phase.

o Multiple voicesshouldbe structured nto one messae.

o Agencymessage must be relevant to their role.

o Sociamedia shouldbe used to glean ntelligence and disseminate information

Sandard Operating Procedure: Saial Media

Purpose
Increasngly, socialmediais phlying a significant role in emergency response.Recent ASEincidents
have also demonstrated how socialmedia canbecome atool to increase community resilience.

Roles and Responsibilities

Either agart of an agengy/jurisdiction public informationprogram or another resource, creae a
capability to monitor social media and usesocialmedia to disseminateASHE response messagesto the
public. Sociamedia commurications canbe a powerful tool for engaging the public. Havever, social
mediarespmsibilities canalso become overwhelmingif not properly integrated nto an

agence durisdiction@ planning, response and training programs. Uhderstand if your jurisdiction does
not make a public staement on sodal media, the public will publish itsown. Providing theseupdates
alsoopensadditional mmunication chanrelswith the public, aswell asquells public fearsthat may
arise duringan ncident.

Operationa Process
1 Createanddevelop anofficial socialmedia presence acrossmultiple platforms (i.e.,
Instagam, Facelook, Twitter, etc.).
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1 Estadlish theability to monitor socialmedia adivity related to ASHEthreats.

1 Desigate a Public Information Officer or other despnated person(s)to utilize socialmedia
acounts for officialmessagig. Gventhe amount of socialmedia activity to be expected inan
ASHEincident, establish surge capacty through a Public Information Officer, anemergency
management office, a communications certer, or perhaps esablishing a virtual socialmedia
operations support team.

91 Develop sodal media policiesregarding public messajing and clearguidance for how personnel
shouldengage socialmedia.
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EqupmentList

9 Medical
9 Personal Protective Equipment

Introduction

In any given community the agences discplinesthat mayrespond to an ASHEneed to have ageneral
knowledge of the roles,responsibilities and goalsof the other responding agencies. hcluded inthat
knowledge is understanding what type(s) of equipment the other responding agencies willbe using and
how that equipm$S Yy ugRa@nd limitations impads the resporse. Eactagency will determine its own
equipment needs whichincludesthe level of bdlistic personal protective equipment (BPFE) necessay
for different typesof ASHErespmses incliding adive violence,fire asa weapon, explosives,and civil
disturbances. EactagS y Odgu@pinent list shouldbe scaldle to the agencyQ @sourcesand
cgpabilities aswell asfit into and complement their scope of practice.

Usethe |A. (Bandardized Eqiipment List (SE) as areferencewhen considering equipment for
firefighteNX)palige officers,and BEMSproviders, aswell as specidi units (Special Weaponand Tactics
Team BWAT], bomb squad, etc.).

ASHEEqupment List: Medical

Purpose
In the ASHE environment there are three things an agency must condigerselecting medical

equipment:

1. ¢ KS | Béogedbptadtce
2. Careprovidedin the tot, warm orcold zones
3. TECC guidelines.

Medical treatment in the hot zone is referred to Bgect Threat Care (DTQh whichthe main focus is

on moving the wounded to cover and managing massive hemorrhage utilizing tourniquets. Medical care
in thewarm zone is referred tosalndirect Threat Care (ITC) and can be initiated once the casualty is in
an area of relative safety, such as one with proper cover or one that has been cleared but not secured
by law enforcement. Compared to DTC, during ITC operatth@ngossibility of lhe rescuers or patients
suffering additional injuries is less likehe acronym M.A.R.C.H. is used to describe the type of life
threatening inpries addressed in ITC.

M ¢ Major Hemorrhage
A¢ Airway

R¢ Breathing/Respirations
C¢ Circulation

H¢ Head &Hypothermia

= =4 =4 =4 =9
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treatment facility. Most additional interventions during this phase of care are similar to those performed
during normal EMS operationglowe\er, major emphasis is placed on reassessment of interventions

and hypothermia managemenRegardless of the scope of practicetfue zonein whichcare is being

provided the medical equipment should be geared toward addressing onKhligsatening injuries.
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http://www.interagencyboard.org/sel

Suchequipment woudl include but is not limited to

Hemorrhage Gontrol:
9 Tourniquets

1 Pressuedressigs
1  Wound packng and hemodtatic ageats

Airway:

1 Unconsciougasualty without airway obstruction
o Chin lift or jaw thrust maneuver
0 Nasopharyngeal arway
0 Place casualty in the recovery position

9 Casualty with airway obstruction or impending airway obstruction
o Chin lift or jaw thrust maneuver
0 Nasopharyngeal drway
0 Allowcasualty to assume position that best protects the airway, including sitting up
0 Place unconscious casualty in the recovery position

9 If previous measures are unsuccessful
o Nasopharyngeal darway
0 Supraglottic devices (e.g. King LT, CombiTube, or LMA) peroguait
0 Surgical cricothyroidotomy (with lidocaine if conscious)
o Oro/nasotracheal intubation

Breathing
9 Occlusve seal dressig
1 Needle decompresson device

Additional Eqiipment:
1 Small, prpose built medical bag
9 Emergencyblarket (heat control)
1 Patient removal (litter, drag straps, etc.)
1 Regionatriage systemto sift and sort

ASHEEqupment List: Personal Protective Equipment (PFE)

Purpose
Inthe ASHEenvironment, PPEshould be gearedtoward the potection of thoserespondersdeployed
in anadive violence emergency.

Bdlistic PPE:

1 Lawenforcement BPPEis aconsideration for any officerthat may be deployed ina contact
teamor RescueTaskFarce. At a minimumthe contact team or RT$hould have someort
of soft armor with aballistic hdmet, if available. Ihot, lack ofa ballistic helmeshould not
delay contact, containment, and mitigation of the incident.

91 Hre serviceor BMSBPPE s a consideration for any member that may be deployed ina RTF.
The lack of ballistic protection equipmestiould not preclude fire and EMS personnel from
forming into RTFs with law enforcement force protection to treat and extract the injured.

1 BPPEfor norHaw enforcementegpondersis acontentioustopic, andmust be alocal decision.
Thedecison to wear BPPE (andwhat level), should be basedon an accurate riskassessment,
with consideration of the resppnsemodel being adopted.
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Additi onal PPE

1
T
T
1

Medical doves

Bye protection
Hearing protection
Respir&ory protedion

Additional Eaqiipment:

=4 =4 =4 =8 =8 -2 =4

Breaclingtools

Themalimager

Hashlight

Fire line tape

Fluorescensticks
Faur-gascombustible gas indicatoCG)
Patient tracking systems
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Active Violence

Definition
Anarmed person killing or attempting to kill in public while having unregricted acessto additional
victims.

Implementing an Integrated Active Violence Program

International and national organizations have caled for interagencyresponsesto ASHEs.The Fre
Administration caled for joint operationsin its 2013 Hre/ Emergency Medcal ServicesDepartment
Operational Cansiderations and Gude for Active Shooter and MassCasualty Incidents. Thisdrew upon the
objecivesoutlined inthe International Association of FrefightS Nfib<llion statement regarding active
shooter events. The IAB contributed to the dialogue witlits 2015 report Improving Active

Shooter/ Hostile Event Respanse: Best Practicesand Resommendations for Integrating Law Enbrcement,
Fre, and BMS Thaugh there is kroad support for integrated ASHEresponse programs,thereisa
knowledge gap about how to implement them at the locallevel. Not all first responders have to be
trained to enterthe warmzone, but rather, eachsystem must decidethe most effective wayto provide
careto victims asearly aspossble. Patient care considerations that maximize survival should weigh into
operational decision makingarger citiesmay be able to implement aprogram with their own resources,
but smaller towns,rural aeas, andcommunitiesserved byvolunteers may wishto consider aregonal or
county-wide systems aproach.

Qonsiderations for All Sakeholders:

Gain executive-level sipport.

Estalish nformation shaiing policies.

Craftjoint policy anddirectives.

Develop policiesand training for unified ncident command.
Develop integrated education/training.

Build relationships piior to aneventto create trust.
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Considerations for Fre/ BMS

1 Ghange mindset ¢ A lck of familiarity with ASHE scenesand being asked to enter anunfamiliar
threat environment canlead to pushback.

1 Meet with Unions ¢ Fre/ BEMS areexposedto a greater threat during an ASHE.Undergtand that
they will likely be hesitant to starin ASHE program.

1 Expand the job description ¢ Some firefighters donot seean ASHEresponsein the scope of their
current job descrption.

91 Develop increased avarenessof PPEand its capabilities.

Considerationsfor Law Enforcement:
§  Change mindset ¢ Law enforcement may view thesetypesof eventsas their ésandboE ¢nd dio
not want to ¢babysite fire and BMS.

Gonsiderationsfor Funding
Funding, or lackthereof, should not inhibit a jurisdiction from implementing an ASHE program.
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Estdlishing an ASHEresponsemay require jurisdctionsto creatively use the resourcesalready
available. Without additional money, jurisdctions carntake stepsto develop a plan, draft policy, and
beginsmall-scde training. Inaddition to grant funding, jurisdctions maywantto pursue nonprofit or
businesssupport. If direct funding from anoutside entity is a conflict of interest, approachthese
organizations about stocking trauma kits or providing active shooter training for their in-housesecurity.
Additionally, for jurisdictions ushg private BMS, it should be expressly outlined inthe contract that they
will provide active shooter support.

Gonsiderationsfor Training

Joint-training operationalizesvhat the individual agencies lave leamed through integrated education.
Practicngintegrated regponseon a smaller scale better preparesagencies for alarge-scaleASHe
respanse.In Los AMgeles, small-scde training is used to optimize funding and personnel time. Other
jurisdictions have had suaesswith role¢playing and observatiorexercises.Traning considerations
include:

Develop small-scalejinformal training.

Createrole-playing opportunities.

Allow represeatativesfrom other agencies(i.e., fire/ BMS,communications)to observe trainings.
Ensire leadership is participating in joint training.

Provide command training for all levelsof personnel to equip anyone to set up an

incident command.

=A =4 =4 =4 =4
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Fireasa Weapon

Definition
The useof fire as ameansto place citizensand respordersin jeopardy or asa distraction and/or
interferenceof performance of their duties.

A ¢ Ambush/Arson

B ¢ Baricade

C¢ Qvil Unrest/ Complex Goordinated Attacks

W ¢ Wildland/ Urban Interface

Implementing Fre as a Weapon Response

Fre as aweapon is anevolving danger to personnel and the public. Itisimportant to consider how this
threat will be approached by your jurisdiction. When creatinga respmse to fire as a weapondevelop
operational plans for urbanandrural setings (consider construction type, engineering features,
occupancyterrain, aspet, etc.).

Gonsiderations for Eguipment

Fre-inhibiting products

Bdlistic material on PPE(i.e, selfcontained breathing apparatuSCBAcylinder covers)
Appropriate equipment for law enforcement andfire

Bdlistic protection for firefighters

Themal protection for law enforcement

Reparing sabdaged standpipe

Maximizing fire control room capabilities

Hre curtain deployment

Hoseline from BearGat

Remote monitoring deployment

Useof specialized equipment (i.e., S@A) must be practiced and trained to before useduringan
event Discplines (fire and police)training together on the useof this sgecialzed equipment is
enoouraged.
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Considerations for Building Sdety Systems
1 Enare familiarization with fire suppresson systems(i.e., sprinklers,standpipes,smoke
detedors).
1 Identify critical building operatingfeatures (ie., systems andsecuriy control, heating ventilation
and airconditioning HVAQ, elevators).
Identify key building engineering features (ie., entry, egressstairwells,areasof refuge).
Identify building construction featuresthat are made of flammable materials(i.e. Cosmo,
Dubai).

=a =9

Gonsiderations for Training
1 Basic fire behavior training for SWAT personnel.
1 Smoke reading training for SWAT personnel and specifically snipers.
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9 Joint acquired structure burns between SWAT personnel and fire personnel.
1 SWAT operationfamiliarity training for fire personnel.

Reference the Trainingnd Exercises section on pagef@iadditional information on an overall training
and exercise program.

32



Explosives

Definition
Any material that causesa sudden release of gas,heat, and pressue, acompanied by a loud noisewhen
slbjected to a certain amount of shock, pressue, or temperature.

Implementing Explosives Response

Expbsivesare arealthreat and should be considered when developing an ASHEresponse.Whenever an
explosive is dizovered during an event, the situation suddenly becomesmuch more complex. Expbsives
could also be used to tarmet first responders. Thesaypesof escalatons stould be included inyour ASHE
policy. If possble, draw upon your jurisdictiona @mb/ explosivesexpertswhen developing your policies,
education, andtraining. Prerequisites for the considerations below include explosives awarenss and
recognition (identification, trigger mechanisms), reinforcement training, determining decison points,
Bomb-Making Materials AwarenessProgram (BMAP) with precursors, knowledge of blast inyries,anda
better undergtating of PPE.

Qonsiderations for Discovery and Detonation
Potential or actual threatto life

Sze of devices

Unknown vs. sugpeded

Actual or percevedthreat

Action upon dis@very

Multiple device presence
Regrictions added

Different levelsof training
Threatactivity & totality of situation
EQ/ K9 support
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CGonsiderations for Decision Pointsand Procedures

Recognition, pause, mark and move; continue or hdt, bomb cover/bomb go

Ralios, cellphones

Suspect Victim handling

Notification for bomb tech/ EOD support

Chedk-in/ Check-out procedures

Approad, cordon area,command and contradtaging, reunification

Weapons of masdestruction/ chemical, biological, radiological, nuclear, and explosive
Changingtactics, techniques, and procedures (TTPS)

Time, distance and shieling (limit your time expasedto the device, keep your distance asfar
awayas mssble, shielding your body when moving or working around it)
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Gonsiderationsfor Ralios, Cellphones, Janming
1 Qurrent policiesshould reflect advancesin technology.
1 Moreresearch ad information is needed inthis aea.
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CGonsiderations for Targeting Hrst Respnders

=4 =4 =4 =8 -4 =9

Body-worn devices

BEvacuation, funnel, choke points

Clear staipg, command and controbnd support areas
Usedto channel

Usedto distract, occupy, or target

Paost-event activities

Gonsiderations for Protection, Equipment, and Medicd

T

1
T
1

Procure appropriate PPE (shields, bhankets, covers).
Utilize K-9 resources.
Develop plan for informing that ablastoccurred.

Develop logistics for coordinating with fire/ BMS incase of blast injuries.
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QAvil Disturbance

Definition
Actsof violence anddisorer harmful or disruptive to public law andorder. Itindudesriots, actsof
violence,insuredions, and unlawful obstructions or assemblages.

Implementing Qvil Disturbance Response

Civildisturbances arenot anew form of hostile event, but there has keen anuptickin their
occurrence inrecentyears.Cil disturbancesrequire a strategic, complex, andorganized response.
Manningis ncredbly important with this type of hostile event becauseof the potential for
escalaion. These events canescalate quicklyand a jurisdiction needsto have previouslyidentified
resourcesto callupon for support.

Gonsiderations for Avil Disturbance Plan
Define rolesand responsbilities for each agency.
Define overall strategiesfor eachagency.
Outline whichtacticsare to be used andwhichare not.
Undergtand how each agency scdesits operations.
Decidehow RTFRwill be deployed.
Decideif, how, and when an integrated response will be used.
Outline how structural triage for burning buildings will be conducted.
o This will bedriven by building occupancy and personnel resources.
91 Decideif you will use hot/warmm/ cold zone desigations.
o If 2, define eachof thesezones.
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Considerationsfor Scaling Resnse
1 Identify the local, state, and federalresourcesthat can be called won if necessary.
1 Develop MOUswith neighboring jurisdctions andother resource partners.
o Outline the logistics for incoming mutual aid.
o Note: Asamge MOUis provided inthe ResourceAnnex for your use.

Considerationsfor Fre Sevice/ BMS
1 Undergand history behind riots/ develop awarenessof community issue.
9 Undergand dynamicsof civil disoder.
1 Undergand the political cimate/ expectations for level of protest allowed.
1 Learn bw enforcement rulesof engagement.
0 Operaional objedives
o Decison-making process
o Operatonal methods
A Layered response
A Sguad movements
A Munitionsc less &thal
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Determine differencein responsesetween ono noticS éndpre-planned events.

Realke the legal landscape for thistype of response.

Enaire fire service/ BMShave avoicein planning responsestrategies.

Collaboratively plan for EMS support of LE in civil disturbances, to include policy and training
Develop a planfor escalaton and de-escalafon.

= =4 =4 =4 =9

Considerations for Law Enforcement

I Undergand fire service/ BMS imitations.

0 Respnse capadty

Fre hose on protegors stould be dismuraged
Hot zone operations imitations
Eaquipment limitations
RTFconcept
Protection needsfor fire/BMS
Importance of apparatus gacement
Need to plan for medicalcare
Localmass asuelty protocols
Localbuilding personnel are invaluable

O O0OO0OO0OO0OO0OO0OO0OOo
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Resource AnnexA: Termnologyé& Definitions

AHSHEolicy& Plnning

1 ForceProtection (FP) ¢ Preventive measurestaken to mitigate hostile actions aginst personnel,
resources,facilities, and critical information.
http://www.military-dictionary.org/DOD-Military-Terms/ force protection

1 UrbanArea ®curity Initiative (UAS) ¢ Assistshigh-threat, high-densty urban areas inefforts to
build andsustainthe capabilities necessay to prevent, protect against, mitigate, respond to, and
recover from acts of terrorism.
http://www.homelandsecuritygrants.info/ Grant Details.a$x?0id=33162

9 Homeland Secuity Grant Program (HSGB ¢ Providesgrants to support the building,
sustdanment, and delivery of core cagpabilities essential to achieving the National Preparedness
Goal of asecure andresilient Nation.
https:// www.fema.gov/homeland-security-grant-program

9 Stratedc Highway Sdety Plan (SHSP)X; A gatewide-coordinated sdety plan that provides
comprehensive framework for reducing highway fatalities and seriousinjurieson all public
roads.
http://sdety.fhwa.dot.gov/ hsip/ shg/

Incident Command
1 Incident Canmand Sysem (IC§ ¢ Amanagemnent system desighed to enable effective and
efficientdomedtic incident management by integrating a combination of facilties, equipment,
personnel, procedures,and commurications operatingwithin acommon organizaional
structure.
https://www.fema.gov/incidentcommandsystemresources
1 Mobile Command ¢ May be established by a single or mutual officers in order to provide
information and initial directions. Thisds not replace the need for a formal incident
commander, but helps coordinate assignments for initial arriving resources until another
responder can establish a stationary incident command.

Operaions Pog ¢ Areawherealltactical actvitiesof the incident are being managed.

Rescue Task For@@TFY, In the context of ASHEN&TF is an operational model that facilitates

entry into a warm zone by EMS providers, protected by law enforcement, to provide care as

early and as close to the point of wounding @ossible, with the intent of increasing
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1 Forward Control PoinFCPY, A controlled, single point of entry and exit located between the
cold and warm zones of an active shooterétile event. The purpose of the FCP is to control
access, maintain personnel accountability, and improve overall situational awareness. In the
initial stages of a response, the FCP relays and coordinates information between initial contact
team and addibnal incoming personnel.

1 Unified Command An application of ICS used when there is more than one agency with
incident jurisdiction or when incidents cross political jurisdictions. Agencies work together
through the designated members of the Unified Comuhawften the senior person from
agencies and/or disciplines participating in the Unified Command, to establish a common set of
objectives and strategies and a single Incident Action Plan

1 Incident Conmander (IC)¢ Theindividual responsble for all inddent activities,induding the
development of strategiesand tacticsandthe ordering andthe releaseof resources. ThelC has
overall auhority andresponsibility for conductingincident operations andis responsible for the
management of all incident operations at the incident site.
http://training.fema.gov/ emiweb/ is/icsresource/ glossary htm

= =4
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1 Incident Command Pog (ICB ¢ Thefield location at which the primary tacticd-level, on-scene
incident command functions areperformed. The ICP may be collocated withthe incident baseor
other incident facilties.
http://training.fema.gov/emiweb/is/icsresource/glossary.htm

1 Resue Taskiorce ¢ Setof teans depoyed to provide point of wound careto victimswhere
thereisanongangor live threat.
http://www.nfpa.org/~/media/files/research/resourcdinks/first-responders/urbarire-
forum/uff-rescuetaskforce-sop-2013.pdf?la=en

9 TransportCorridor ¢ A dedicated route of travel for patient removal atrdnsport to definitive
care. There can be internal and external components to the transport corridor. Examples:
internally, a stairwell or hallway may be identified for the exclusive use of patient evacuation.
Externally, ingress and egress of ambularstesild be provided for via a secure route,
unblocked by emergency vehicles.

9 Casualty Collection Points (CGR) specific Warm Zone location with security measures to
assemble nearby casualties and provide Indirect Threat Care.
http://alerrt.org/

1 Public Information Officer (PIQ)A member of the Command Staff responsible for interfacing
with the public and media or with other agencies within incidegiaited information
requirements.
http://training.fema.gov/emiweb/is/icsresource/glossary.htm

9 Ciitical ncident Sress Management (CEM) ¢ A ervice provided to responders tohelp them
cope with the stressesassociated with responseactivities,especidly thoseinvolving humanor
animal casalties.
http://www.disasterdictionary.com/ critical-incident-stress-management-cism

Emergency Communications

1 EmergencyCommurications ¢ All commurication componrents involved inanemergency
respanseto incdude dispatchers,9-1-1 certers,etc.

1 Gommurnications Liaison (Information Liaison Officer ILO)¢ An individual who enhances
communications and the gathering, sharing of intelligence information between all state, local
and federal response agencies.

9 Jdnt Information Center (1C)¢ Afacility egablished to coordinate all incident-related public
information activities. It isthe centralpoint of contactfor allnews media atthe seeneof the
incident. Public information officialsfrom all participating agenciesshouldcollocate at the JC.
http://training.fema.gov/ emiweb/ is/icsresource/ glossary htm

Medical

1 Chain of Surviva] Adapted from longstanding CPR initiatives, the High Threat Medical/Trauma
Chain ofSurvival conceptualizes the care of high threat event patients from the time of injury
through definitive care. The links in the Chain are: First Care Providersedinal First
Responderslgw enforcemeny, traditional medical First Respondefisg/EMS, Hospitalbased
Emergencyedicine, and last, trauma surgeons.

9 Tourniquet ¢ Aquickandeffective method for preventing exsarguination from extremity
wounds.

(First Responder Guide for Improving Survivability in Improvised Explosive Device and/or Active
Shooter Incidents, DHS OHA June 2015)

1 Familiarity ¢ Thefirst level of knowledge and expertise. Usudly achieved ater abrief
introduction and exposure.

1 Proficiencyq Thesecond level of knowledge and expertise. Impliesa sufficient level of expertise
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that isdemorstrable andrepeatable.

Magery ¢ Top level of knowledge and expertise.Implies alevel of expertise beyond proficiency,
whereanindividual hasnot only graspeda concept, but canperform a skill with consigencyand
fluengy. Instruadorsin askill or subject should have mastery of the material they present.

Hrst CareProvder ¢ Thefirst link in the Trauma Chain of Survival, the First Care Provides a
trained cwilian whointervenesto help save livesbefore professonal rescuersarrive.
TacdicalEmergency Casulty Care(TECCY); A set of best practice treatment guidelinesfor trauma
carein the high-threat prehospital environment. These guidelinesare built upon criticalmedical
lesonslearnedby U.S.andallied military forcesover the past15 years of corflict. Theyare
appropriately modified to addressthe specifc needs of civilian populations and civilian EMS
practice.

http://www.c-teccorg/

Hemostatic Agent ¢ A quick and effective method for preventing severe external bleeding.

(First Responder Guide for Improving Survivability in Improvised Explosive Device and/or Active
Shooter Incidents, DHS OHA June 2015)

Pressue Bandage ¢ A bandage that isapplied tight enough to place direct pressire on a
bleeding wound, without cutting off all circulation.

Wound Packing ¢ Thefilling of awound or cavity with gauze, sporge, or other material.

Patient ¢ Far the purposesof this document, anyone physicallyor psychologicaly injured by a
high threat medical event.

Equipment

T

M.A.RCH. ¢ Guidelinesto control external hemorrhage, which studies have shown that victims

in an actie shooter incident are more likely to sufferfrom. M.A.RCH. is anaconym to descrbe

the guidelines:massve hemorrhage control; airway suppat; respratory threats; circulation

(prevent shock); hypothermia.

(First Responder Guide for Improving Survivability in Improvised Explosive Device and/or Active
Shooter Incidents, DHS OHA June 2015)

Nasopharyngeal arway (NPA) ¢ A tube desgnedto be inseited into the nasal passajeway to

secure anopen airway.

Supraglottic device (LMA, King airway) ¢ Atool usedto prevent airway obstruction andthus
Syadz2Ns |y 2Ly LI GK 0SGsSSy LI GASyGQa fdzy3a
Ciicothyroidotomy ¢ A surgical procedure that is used to obtain an airway when other, more
routine methods (e.g., laryngeal mask airway and endotracheal intubation) are ineffective or
contraindicated.

Nasotracheal ntubation ¢ Theplacement of a fiexible plastictube into the tracheato maintain

anopen arwayor to serve as acondLit through whichto administer certain drugs.

Occlusgve seal dressing ¢ An air- and water-tight trauma dressng used infirst aid and made with

a waxycoating asto provide a total seal.

Explosies

1

Bomb-Making MaterialsAwarenessProgam (BMAB ¢ A national program developed bythe
Depatment of Homeland Secuiité SDffice for Bomking Prevention andthe Federal Bureauof
Invedigation. BMAPmaterials are digributed by local law enforcement to localbusinesesto
help employees more easily: identfiyecursor chemical® homemade explosives, identify
improvisedexplosive device components,andrecognize sugicious purchasig behavor that
could indicate potential bomb-making adtivities.
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Resource AnnexB: Memorandumsof Undeastanding/ Memorandims of
Agreements

Developing, documenting, and communicating multi-agencyand multi-jurisdictional agreementsin
planning andrespording to an ASHEincident are critical. Bydeveloping MOUs MOASs theessential
elementsof command, communication protocols, capabilities and assets, andoperational procedures
are indergood by all agenciesand jurisdctions in alvance of an ncident. As suchtime issaved and
the responseis more effective.

Inthe Active Shooter/Hostile Event Policy and Planning section, the basicelements of documenting
agency-to-agency ageements are outlined. In this gopendix sanple MOUs'M OAs have been provided
by ASHEII partidpants to serve as glidanceto agencies and jurisdctions prepaing smilar agreements
for coordinating planning and response and providing mutual aid.

SAMPLEORMATANDGONTENT
MEMORANDUM OFUNDERSTANDING

All italicized sentencesare considered instructions and should be deleted prior to the submission of the
final MOU.

ThisMemorandum of Underganding (MOU)is entered into by andbetween: Provide the agency name
and a briefdescription of eachagency.

Purpose: (Sate the purpose ofthe MOU)

Roles and Responsibilities: Claarly desaibe and delineate the agreeduponrolesand respamsihilities
each organization or agency will beproviding to ensure project success. The rolesand respasihilities
shauld align with project goals, objetivesand target outputs. Thismay betime commiment,in-kind
contributions or grant funds and could include kut is not limitedto thefollowing: training, workspace,
volunteer hours,

AgencyAageesto:

AgencyB agreesto:
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Reporting Reguirements: Describe who will be respansible for cdlecting, cdlating and submitting data
as per the projecttarget outputs and outcomes.

Funding: Clearly descrbe any grant fund, the amount and category (personnel, office supplies,
contracted services, etc.)that will be provided to the non lead ajyency(s).

Timeframe: Clarly state the time period that this MOU will be ineffect.

This MOU will commence on and will dissolve at the end of the funding period
on

Gonfidentiality (REQURED)

In order to enaure the sdety of clients,all partiesto the memorandum of understanding agree to
adhereto the confidentiality expectations asoutlinedin the VOCAGrant Agreement. The designated
leadagency acceptsfull responsibility for the peformance of the collaborative organizations/ agencies.
(REQIRED)

ThisMemorandum of Undergstanding is the complete agreement between and

and may be amended only by written egreement signed by eachof the parties

involved.

TheMOU must be signed by dl partners. 9gnatoriesmustbe officially authorized to signon behalf of the
agency and include title and agency name.
AGENCY A

Authorized Officid

Sgnature Printed Name andTitle
Address:
Telephone(s):
E-Mail Address:

AGENCYB
Authorized Officid
Sgnature Printed Name andTitle
Address:
Telephone(s):

E-Mail Address:

1 All items marked drequireR énust be included in the memorandum of understanding.
* For original DOJdocument, visit http://w ww.doj.state.or.us/victims/pdf/ mou_sample_guidelines pdf
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